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Network Policy for CONEL 
All learners and staff are encouraged to use the network - telephone (internal calls only), computers, intranet and Internet - to help them with their courses and training. 

You are expected to demonstrate a responsible approach when using the resources, and to show consideration for the other network users. 

· The facilities are not to be used for non-educational purposes. 

· You have no right to use these facilities for leisure purposes and you will be required to follow all the conditions laid down in this Policy. 

The ability to connect to a computer does not automatically give you the authority to use it. If there is no explicit authorisation that you may use the system, you must not attempt to use the system.

To protect the security and working of College networks and computer systems, it may be necessary to monitor and/or log their use. If there are indications of abuse of systems or that individuals are using systems in excess of their authority we will take action. This could involve files, and or messages being intercepted, monitored, recorded, copied, audited, inspected and disclosed to authorised college personnel. We are also able to intercept Internet access while sites are being viewed.

The Network must not be used for:

1. Connecting any device including PCs, Laptops, PDAs etc to the College’s networks (both cable and wireless) is not permitted without prior written agreement from the Head of the Computing and Communication Service. 
2. Irresponsible use of the College’s computing facilities including:

· offensive, racist, sexist, obscene or indecent material, 

· material that can mislead or cause unnecessary anxiety; 

· unauthorised use of copyright material, copy proprietary data or code from any systems without permission, nor install proprietary software on college systems 

3. Advertising 

4. Hacking (deliberate unauthorised access to facilities or services within the College or via the Internet.) 

5. Activities that might: 

· waste staff effort 

· waste network resources 

· corrupt or destroy other users' data 

· violate the privacy of other users 

· disrupt the work of other users 

· deny service to other users (for example, by overloading the connection to the Internet by downloading large image files)

6. Activities that might affect the operation of the network, software or terminals e.g.: 

· install or use any item of software (including games) not authorised by a member of staff 

· alter system settings, desktop wallpapers, icons etc. 

· passwords or screensavers 

· introduce ‘viruses’ 

Breach of the rules and of the law:

· Breaches of the policy may lead to immediate withdrawal of access to the College networks and may lead to other disciplinary measures.

· Open access areas are to be treated as quiet study areas, and no food or drink is allowed. Individual network IDs and passwords must not be passed onto anyone else as you will be held responsible for any misuse associated with your user ID. 

· Where appropriate, breaches of the law will be reported to the Police.  Where the breach has occurred in a jurisdiction outside the UK, the breach will be reported to the relevant authorities within that jurisdiction.
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